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Forewords

Areeq Chowdhury

As an organisation that has long advocated for new UK pilots
of a remote online voting for elections, we are very
encouraged to see such a positive approach towards the
idea being taken by the Scottish Government.

Online voting not only has the potential to revolutionise
elections and enable the greatest level of accessibility for
traditionally marginalised voters, it will inevitably become
part and parcel of elections in the future both here and
abroad. It is right that we take the reform seriously and begin exploring how best to
implement and regulate it.

Alongside this document we are submitting to the Scottish Government’s consultation,
we are submitting reports we have published setting out in more detail the benefits
and challenges of remote online voting. We are also submitting a letter co-signed by
numerous leading academics and charity bosses.

We recommend that pilots of a remote online voting option are undertaken alongside
the development of the Cratos certification framework which WebRoots Democracy is
designing. We do not recommend that pilots of electronic voting machines are
undertaken as we believe that they carry many of the risks associated with remote
online voting but with few of the benefits. The ambition should be to use technology to
achieve an accessible, remote, and secure method of voting.

Scotland is well-known as a pioneering nation, and it is fantastic to see this play out
with regards to digital democratic reform. Whilst there will always be challenges with
any serious innovation, Scotland has time and time again proven that such challenges
can be met and overcome.

Areeq Chowdhury
Chief Executive of WebRoots Democracy
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Professor Mark Ryan & Dr David Galindo

Many benefits would be realised if citizens could vote online.
For example, disabled voters (currently often unable to vote
except by proxy), military personnel posted overseas, and
other expatriates, would be able to vote with more
convenience. The recent UK experience of allowing online §
registration suggests that turnout would improve too. ' i
However, online voting comes with risks as well. It is hard
to make online voting systems secure. The challenge of
doing so is greater than in other areas (such as banking and
commerce), because of the requirement of ballot secrecy. .
Moreover, in voting it is not possible to rectify mistakes later (while in banking, if fraud
is later uncovered the affected parties can be refunded).

Researchers in online voting have identified voter-verification as a significant
mitigation of the possibility of cyber-attacks that aim to affect the outcome. Voter
verification means that voters have the ability to independently verify that their vote
was counted, that only eligible votes were counted, and that the declared outcome is
correct. These three aspects of verification, in combination, means that any voter can
obtain evidence that the election was fairly conducted and that the outcome is valid.
Moreover, this evidence is independent of the hardware and software used to run the
election. So if that hardware or software is compromised, this fact will be detected by
voters and observers that examine the evidence.

Technologies to fully realise this notion of voter verifiability are still under development.
They have been used for professional association elections and university elections,
and now they are beginning to be used for large-scale political elections in Estonia
and in New South Wales, Australia. We salute and support the Scottish Government’s
commitment to pilot them for elections in Scotland.

Professor Mark Ryan Dr David Galindo
Professor in Computer Security Senior Lecturer in Computer Security
University of Birmingham University of Birmingham
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Dr Grammateia Kotsialou & Dr Luke Riley

As more and more services migrate online, it stands to reason that
online voting at a large scale in the UK is inevitable at some
point in the future. When exactly that is, depends on a few
factors including public need and demand, technological
maturity and government trust in the voting system.

We hope that the Scottish public would benefit from online
voting through increased patrticipation, increased
engagement for people with disabilities and easier access
for citizens outside of the country.

Regarding the technological maturity of online voting, there have been instances held
up as successes, such as Estonia's i-voting system used for national elections and
Switzerland's e-voting system mostly used for state elections. There have also been
failures, such as the Washington D.C.'s trial, which was aborted after significant flaws
were identified by academics. The wide range of inconsistent reports partly occurs due
to the significant variety of online voting providers with different levels of
implementation quality. For this reason, a trusted framework certifying the quality of
an online voting system would be a great step in providing more clarity for
organisations and governments interested in deploying such platforms.

For the future development of online voting, there has been an increasing interest in
improving online voting security using blockchain, the technology underpinning the
Bitcoin cryptocurrency. This interest relies on the fact that blockchain systems are
inherently resistant to data modification due to: their large decentralised network, the
full data replication for every computer in the network, and their consensus protocols
that require a malicious entity to be in control of a significant portion of the network at
the same time in order to perform a hack.

With such a technology, it is possible to securely store all votes online (in an encrypted
manner) and count the votes with transparency (while still keeping all votes
encrypted). Similarly, we can securely store the voters' registration details, which can
result in a more accurate and efficient verification of voters. On the other hand, even
if blockchain technology promises to be a revolutionary security tool, currently it cannot
be a complete solution for all the aspects of online voting.

In conclusion, technology has significantly moved on since the last trials of online
voting in the UK. Moving forward with small scale trials can help clarify the benefits of
online voting for political elections in Scotland and generate valuable feedback to
shape future technological developments.

Dr Grammateia Kotsialou Dr Luke Riley
Research Associate in Blockchain Voting Research Associate in Blockchain Voting
King’s College London King’s College London
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Purpose and background of this report

After committing to pilot online voting for elections, the Scottish Government is
consulting on the potential of online and electronic voting. It is part of a wider
consultation on reforming the democratic process in Scotland.

A number of questions in the consultation focus on mobile and internet voting, as well
as electronic voting.

This document is in response to this question and makes the case for piloting remote
online voting in elections across Scotland. It does not make the case for electronic
touch-screen voting machines within polling stations. Many of the potential benefits of
electronic voting can only be realised with remote online voting, by way of voting on a
smartphone, tablet, laptop, or PC.

This report highlights much of the research undertaken by WebRoots Democracy
since May 2014 which can be accessed at webrootsdemocracy.org/online-voting.

WebRoots Democracy

WebRoots Democracy is a youth-led think tank based in Shoreditch, East London,
focused on the intersection of technology and democratic participation. Its aim is to
modernise, enhance, and future-proof democracy in the United Kingdom.

With the advice of industry experts and academics, and the support of a cross-party
group of MPs and Peers, WebRoots Democracy intends to deliver evidence-based
tech policy to sustain the future of British democratic participation.

WebRoots Democracy is an independent, non-partisan organisation.
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Summary

Recommendations

1. The Scottish Government should commence pilots of remote online voting option
in local council and Scottish Parliament elections within the next five years.

2. Pilots of online voting should be undertaken alongside the development of an
online voting certification framework.

3. In order to obtain the benefits of electronic voting, the Scottish Government
should proceed with pilots of remote online voting and not stand-alone electronic
voting machines.

Key findings

Voter turnout in elections across Scotland over the past 15-20 years have wavered
around the 50% mark. As well as being a mechanism that could lead to higher voter
turnouts, online voting would provide a more accessible voting channel for young
people who are digital natives, disabled and vision impaired citizens, and citizens who
are overseas on polling day.

Whilst in the short-term, the introduction of an online voting option would increase
election administration costs, in the long-term, savings could potentially be made as a
result of fewer postal votes being required as well as reduced demand for polling
stations and count staff. It is a reform that is generally supported by the British public
according to a number of opinion polls in recent years.

In order to provide transparency and clarity over the system, these pilots should be
undertaken alongside the development of an online voting certification framework.
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Scottish election turnouts

Whilst Scottish voters tend to turn out in greater numbers than the rest of the UK, for
many elections, voter turnout wavers around just 50%. These figures are outlined in
the tables and graph below. They are turnouts in Scotland only.?

Scottish Parliament

Year 1999 2003 2007 2011 2016
Turnout (%) 58.7 49.4 52.4 50.4 55.7 |

Local Council

Turnout (%) 49.6 53.9 39.7 46.9

European Parliament

Year 1999 2004 2009 2014
Turnout (%) 24.7 30.9 28.5 33.5

Referenda

1997 2011 2014 2016
Devolution Alternative Vote Scottish European Union

Referendum Referendum Independence Referendum
Referendum
Turnout (%) 60.1 50.7 84.6 67.2




UK Parliament

Voter turnouts in UK general elections have been following a downward trend in the
post-war period. Turnout in Scotland peaked in 1951 at 81.2% and was as high as
78.9% in 1987. Over the past 20 years, turnouts have been on an upward trend, but
have still only peaked at 71.1% in the 2015 General Election. In 2017, voter turnout
fell by almost 5 percentage points, despite hopes of long-term increased voter

engagement following the 2014 referendum on independence.

Year 1945 1950 1951 1955
Turnout (%) 69 . 75.1
1970 1979

Turnout (%) 74.1 76.8 . 76.8
Year 1997 2001 2010
Turnout (%) 71.3 58.2 60.8 63.8

1959
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1983

72.7
2015
71.1
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75.1
2017
66.4
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75.5
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Beneficiaries of online voting

Young people

UK

1997 2001

2005

2010

2015

Although significantly lower than the 72% reported by various media outlets
immediately after the vote, the 54% youth voter turnout in the 2017 General Election
was a departure from previous trends.? Up until then, voter turnout amongst young
people aged 18 to 24 has been below 45%. At the other end of the age scale, over

Vote.Scot: Online voting for elections in Scotland

12

2017



70% of those aged 65 and over have voted in the past three elections. In 2015, 78%
of those aged 65 and over voted compared to just 43% of those aged 18 to 24.

2001 2005 2010 2015 2017
Age General General General General General
Election Election Election Election Election
18-24 39 37 44 43 54
25-34 46 49 55 54 55
35-44 59 61 66 64 56
45-54 65 65 69 72 66
55-64 69 71 73 77 71
65+ 70 75 76 78 71

Many of the first time voters in the 2022 General Election will have been born in 2004
and are unlikely to recall a world before smartphones and social media. Tasks such
as shopping, banking, and communication will be digital by default for much of this
generation. For them, smatrt, digital methods will be the norm and expectation. Young
people no longer turn towards dictionaries and encyclopaedias for information but
towards Google and Wikipedia. In a world of email and instant messaging apps, it is
unlikely that many of the younger generation of today and tomorrow will have posted
a letter in their lives, and those that have will have done so infrequently.

Data from the Office for National Statistics sheds some light on how the internet is
being used by different age groups.® The latest data from 2017 shows that 79% of
people aged 16 to 24 use the internet on a daily basis, this is compared to 51% of
those aged 65 and over. Daily internet use for those aged over 65 was just 9% in 2006.
The data also outlines how young people are most likely to access the internet ‘on the
go’ on devices such as smartphones. According to the ONS, 98% of 16 to 24 year olds
use the internet on the go.

Internet activity by age (%) 16-24  25-34  35-44  45-54  55-64 65+
Email 93 91 93 88 81 56

Social networking 96 88 83 68 51 27
Reading the news 74 78 75 74 57 37
Banking 74 82 82 68 58 30
Shopping 88 89 91 84 75 45

In July 2016, a number of youth engagement organisations co-signed an open letter
calling for the introduction of online voting in elections. Alongside WebRoots
Democracy, these included the National Union of Students, UpRising, Bite the Ballot,
and MyLifeMySay.* A number of public opinion polls undertaken on this subject find
the majority of younger respondents in favour of online voting. This will be outlined in
further detail in the section on public opinion.
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Voters with disabilities

Last year, WebRoots Democracy undertook research on access to elections for voters
with disabilities and vision impairments for the report, Inclusive Voting.® This included
a policy roundtable held at London City Hall with various disability charities, election
providers, and the Electoral Commission. Through this research we found that there
is a clear feeling that voters with disabilities and vision impairments are being
prevented from their right to vote secretly and independently in the existing system.
There is a strong appetite amongst disability organisations and campaigners for an
accessible, remote, online voting option to be introduced for future elections.

Voters with vision impairments could significantly benefit from the introduction of an
online voting option, due to the potential it has for enabling these voters to cast an
independent and secret ballot for the first ever time. With the use of an online voting
platform that works with screenreaders, a voter would be able to use their own
equipment, in the comfort of their home, to cast a vote in an election in secret and
without having to rely on others to do so on their behalf.

In addition, the rise of digital alternatives to paper-based methods, has improved
accessibility for people with vision impairments in other areas of their lives. It is no
longer the case that people with vision impairments rely on languages such as braille.
In fact, figures reported by the RNIB to the BBC in 2012, showed that fewer than 1%
of the two million vision impaired people in the UK use braille.®

For these reasons, in 2013, the Royal Society for Blind Children’s Youth Forum
launched a campaign entitled ‘Votes Without Limits’ in which they called for accessible
online voting to be introduced in time for the 2020 General Election.” They argued that
this would “make voting easier for blind and partially-sighted people.”

The potential breach of law in which the existing system blocks vision impaired voters
from casting secret ballots was described as a ‘civil rights issue’ in the USA, when in
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2013, a US Federal Judge ordered Maryland to allow blind and disabled voters to fill
out absentee ballots online.®

As part of our roundtable discussions last year, we heard about the experience in New
South Wales where online voting was introduced after the issue of inaccessibility was
taken to court. Scytl, who develop the online voting technology there, stated that the
system had universal design, supports nine types of screen reader, and doesn’t
require any add-ons. In Australia, online voting was introduced for vision impaired
voters initially, but later expanded to expatriate voters.

In research undertaken by the BBC in 2015, they interviewed Liz Ball, who is deafblind
and communicates through tactile fingerspelling.® She called the existing system
‘antiquated’ and said:

“It still doesn’t take account of technology or the shift in societal attitudes to
disability. It's about time that as a country we got our act together to make sure
that everybody can vote without being disappointed or frustrated by that
process.”

She said that online voting ‘would not just make it easier for people with blindness, but
those with other disabilities would benefit, too.’

Scope called for the introduction of an online voting option in 2010 after 35% of
participants they interviewed for their Polls Apart study said they would prefer to vote
online.% In the report, Scope said:

“For some groups of voters, both polling station and postal voting continued to
be fundamentally inaccessible. Visually impaired voters and those with complex
physical impairments still had to rely on others to physically mark their ballot
paper on their behalf, denying them their right to a secret ballot.

New technologies are now being used by disabled people to improve
accessibility in every part of their lives, and the potential of it to revolutionise
voting remains considerable.”

The option to vote online has the potential to bring down physical access barriers for
voters who are wheelchair users, have learning disabilities, or motor limitations. It
could also enable many to cast secret, independent ballots for the first ever time.

A study conducted for the Inclusive Voting report by the RSBC with 16 vision impaired
participants, found that a third did not feel very confident about being able to vote
independently and secretly and more than two-thirds want to be able to vote online.
One participant described the lack of accessible documentation as “appalling” and
another wanted information to be online so that they could access it with their
screenreader. Another described their voting experience as “very difficult” and that
“the only way | vote is because | ask a family member who | trust to do the postal vote
for me.”

In August, the Royal National Institute for Blind People (RNIB) published their post-
election report, Turned Out 2017, and called for the voting system to change to enable
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vision impaired voters to be in ‘sole control of their right to a secret ballot’.1* The charity
surveyed over 400 blind and partially-sighted voters covering the recent General
Election. Only 1 in 4 said the current system allows them to vote independently and in
secret. 54% said they consider new accessible methods such as online voting as
‘necessary.’

Since the publication of the Inclusive Voting report in June, the Government has
launched a consultation on access to elections for voters with disabilities.12

Armed forces abroad

In another report published last year, Military Voting, the need for improvement in the
engagement of overseas military personnel with the democratic process was set out.*3

Throughout our research, it was clear that casting a vote in an election for members
of the armed forces abroad can be a lengthy and difficult process. For those who do
choose to cast a postal vote, military aircraft is used to expedite the delivery and return
of voter registration applications and ballot papers for elections, which should be
unnecessary in this digital era. The fact that the Government and the Electoral
Commission actively advises overseas military personnel to vote via proxy instead of
post “as there may not be enough time for your postal vote to reach you and be sent
back before voting closes” is emblematic of this problem.

Overseas military personnel are essentially being encouraged to give up their right to
a secret ballot due to analogue nature of administering elections. This problem should
not need to persist indefinitely whilst there are technologies such as online voting
which could relieve this issue.

Cost of voting

In November 2017, we published a report entitled ‘Cost of Voting’ which estimated the
financial cost of introducing an online voting option for UK elections. The report was
backed by cross-party politicians from the Conservatives, Labour, SNP, and Liberal
Democrats. The report found that whilst online voting would increase the total
administration cost of elections in the short-term, in the long-term it could cut the cost-
per-vote by 26%. Based on the results of a survey we commissioned, the report
estimated that if online voting were to be introduced, the proportion of people voting
at a polling station would fall from 78% to 38%, 33% would vote online, and 21% would
vote by post.

The highest costs involved with administering elections currently are staffing polling
stations (£18.5m); printing and distributing poll cards (£10.7m); hiring polling stations
(E8m); counting ballot papers (£6.3m); distributing postal votes (£6.2m); printing ballot
papers (E4m); and processing postal votes (£3m). An estimated £32,000 was spent
on purchasing 312,000 pencils for the EU referendum.

The report was based on the findings of more than 400 freedom of information
requests, a YouGov poll, and a policy roundtable held in London. It also draws upon
the digital transformation experiences of the UK Government as well as examples from
countries such as Australia and Estonia.
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International examples of online voting

Electronic voting has been trialled and is in use in a number of countries across the
world. The term ‘electronic voting’ however includes the use of kiosks or electronic
machines within the polling station, as well as remote voting. The term ‘online voting’
refers to the method of remote voting on smartphones, laptops, PCs etc.

Pages 46-47 of our Viral Voting report, published in 2014, includes a table showing
information about a number of countries that have used online voting in elections. In
particular, it shows methods of verifying the voter and authenticating the vote.* Below,
we have provided some background on two examples of online voting which take
place in Australia and Estonia.

New South Wales, Australia

In March 2015 the state of New South Wales (NSW), in Australia, held the largest
binding government Internet delivered election in the world with over 280,000 votes
using their iVote system.*®> An election channel that was extremely well received by
voters (recording a 97 % satisfaction rate), experienced an increase in the online
voting channel of 500%.

Australia has seen a number of trials and implementations of electronic voting projects,
from those based on attendance based solutions to the trial on a specialised network
for the collection of votes from Australian soldiers in the field. The 2015 iVote project
was an extension to the prior election in 2011, the first Internet delivered election in
Australia. So far NSW is the only Australian state that has delivered ballots to remote
and disabled voters over the Internet.

In Australia the electoral system has been compulsory since 1928, enforced through
the fining of eligible voters who fail to vote.

A court found in 2008 that the NSW Government should provide a vote in a ‘secure
and private manner’ to a blind voter in a case brought by Darren Fittler. As a
consequence of that finding it was determined by the Electoral Commission that the
best way to meet the electoral need of the visually impaired voter was to make
available an online voting system. Behind this decision was the observation that only
10% of visually impaired people in NSW can actually read braille, thus eliminating
some of the options that might otherwise have been available.

This combination of compulsory voting requirements, the penetration of Braille, budget
constraints and ‘political will' created an environment that successfully incubated and
fostered the desire to implement an online voting solution.

According to the NSW report into the conduct of the 2015 state general election, the
use of the iVote system has increased participation, with one in ten users reporting
that without the system they would not have cast a vote. This is clear evidence that
the system does in fact enfranchise voters in the NSW context.

Estonia

The 2007 Estonian Parliamentary elections saw a ‘world premiere’ of the first time an
electorate could vote over the internet in elections of a national parliament. The
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number of online votes cast in 2007 was 30,243 out of a total of 550,213. This
amounted to 5.4% of the total number of votes being cast via the internet. The
percentage of online votes cast by voters aged 24 and under was 11% with the
smallest percentage coming from the 55 to 59 age category with 6%. The turnout in
the election was 62% of the population.

In 2011, the number of online votes cast was almost five times larger than in 2007 with
a total of 140,764 out of 580,264 votes cast via the internet. This amounted to 24.3%
of the total number of votes. The percentage of online votes cast by voters aged 24
and under was 9%. The turnout in comparison to the 2007 elections had increased by
1.5% with a turnout of 63.5%. In 2007, it was estimated that 63% of the Estonian
population use the internet, with 53% of households having a computer, and with every
school having an internet connection. Preconditions to online voting included a ‘high
e-readiness of the Estonian population.” Voting was conducted using electronic ID
cards and a legislative basis was created by the Estonian Parliament in 2002.

2003 Estonian 2007 Estonian 2011 Estonian 2015 Estonian

Year Parliamentary Parliamentary Parliamentary Parliamentary
Election Election Election Election
Turnout (%) 58 61.9 63.5 64.2

Since introducing an online voting option in 2007, the turnout in Estonian
Parliamentary elections has increased by 6.2 percentage points.® Whilst we would
recommend applying caution when comparing experiences of different countries, if
applied to the 2017 UK General Election, this would equate to 2.9 million additional
votes.

The Cratos Project

WebRoots Democracy is currently working on a project entitled ‘Cratos’ which aims to
design a method for certifying and rating online voting platforms. We would like the
Scottish Government to consider applying our research as part of any pilots of online
voting and welcome their inclusion on the Cratos Advisory Group.

The Cratos Project aims to create a framework for measuring and certifying the
accessibility, security, and usability of an online voting system. Cratos will set out
various criteria to rate different online voting platforms against. This would then result
in ratings for the different categories such as AAA, AA+, AA etc.

We plan to build upon our existing research into online voting to draw up a set of
criteria and methods of measuring success against them. This would take the form of
a written document and include input from academics, developers, election officials,
and NGOs. These will include the likes of the Electoral Commission, e-voting
providers, computer scientists, and NGOs that are for online voting, as well as NGOs
and individuals that are critical of online voting.

Cratos will involve organising a number of expert roundtables, focus groups,
interviews, literature reviews, and desk-based research. Once complete, the Cratos
Project will help the Scottish Government assess the security of various online voting
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platforms, reassure the public that their votes will be cast securely, and incentivise e-
voting developers to improve the quality of their platforms.

Alongside ourselves, this proposed project involves Dr George Theodorakopoulos
from Cardiff University’s School of Computer Science and Informatics, and Professor
Mark Ryan and Dr David Galindo from the University of Birmingham’s School of
Computer Science. Dr Theodorakopoulos brings expertise in reasoning concretely
and quantitatively about privacy attacks and defences in mobile networks; Professor
Ryan obtained press coverage with the DuVote voting system, and Dr Galindo was
part of the team behind the award-winning iVote voting system.

Public opinion on online voting

A number of public opinion polls have been undertaken over the past few years on the
potential introduction of an online voting option in elections. We have outlined details
of 10 such polls below. They are generally supportive of the reform and find that a
significant proportion of the population want online voting introduced, think it will
increase turnout, believe they would be more likely to vote if they could do so online,
and that it would be their preferred method of voting.

Survation conducted a survey of 2,096 adults from
3-9 September 2013 on behalf of Lodestone
Communications.’

Respondents were asked whether or not they
would be more likely to vote if they were able to do
so online. 63% said they would be more likely to
vote.

In 2014, Populus carried out a survey of 1,004 18
to 25 year olds on behalf of Demos.*®

Respondents were asked whether or not the
would be more likely to vote if they were able to do
so online. 66% said they would be more likely to
vote.
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Survation conducted a survey of 1,003 16 to 24
year olds in August 2014 on behalf of Sky News.*®

Respondents were asked whether they would be
more likely to vote in the 2015 General Election if
they were able to vote over the internet. 80% said
they would be more likely.

In April 2015, Opinium conducted a survey of over
2,000 adults across the UK.?°

Respondents were asked which method they
would use if an online option was available. 45%
said they would vote online, 30% at a polling
station, 13% by post, and 2% by proxy.

In July 2015, YouGov carried out a survey of 1,543
adults across Great Britain on behalf of WebRoots
Democracy.?!

Respondents were asked whether they believe an
online voting option should be implemented for the
2016 EU referendum. 56% of respondents said it
should be implemented.

Vote.Scot: Online voting for elections in Scotland 20



In July 2015, YouGov carried out a survey of 1,047
adults in London on behalf of WebRoots
Democracy.??

Respondents were asked whether they believe an
online voting option should be implemented for the
2016 London Mayor Election. 59% of respondents
said it should be implemented.

In April 2015, YouGov carried out a survey of
1,566 adults across the UK on behalf of
Tecmark.23

Respondents were asked whether they believe
the introduction of online voting would increase
turnout in elections. 63% of respondents said
they believe it would boost turnout.

In May 2017, BMG Research carried out a
survey of 1,630 adults across the UK.?*

Respondents were asked whether they support
the introduction of an online voting option in UK
elections and referenda. 45% of respondents
said they support its introduction, including 49%
of those aged 18 to 34.
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In August 2017, the Royal National Institute for
Blind People carried out a survey of over 400 blind
and partially-sighted voters.?®

Only 1 in 4 said the current system allows them to
vote independently and in secret. 54% of
respondents said they consider the introduction of
an online voting option as ‘necessary’.

In February 2017, the UK’s Association of
Electoral Administrators polled the delegates at
their annual conference in Brighton.2¢

Delegates were asked whether or not voters
should be able to vote online in elections. 57%
of respondents said it should be introduced as
an option.

POLLING
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